1 Obaervation

15 years of laws and standards

‘ designers @

users

Trust is not enacted

How can we give rise to this trust and maintain
it throughout the use of digital trust services?

2 Hypotheses

Learning by doing

The user may try different settings and inputs, watching
corresponding outputs, and making assumptions about
general rules.

«Given enough eyeballs, all bugs are shallow>»

The more different people verify proofs : signatures,
document history, etc.

the more frequently they do,

the more signatures will be trusted by people.
Signatures should be perceived preattentively.

Identity: administrative statement vs
interaction continuity

Idea that “true identity” is indeed the
firstname and surname assessed by one’s country
administration. Alternative : Once the first interaction has
been initiated -based on hints provided outside the system-,
identity can be understood as being identical to the person
involved in the former interaction. Identity would no more be
about proper nouns but about pronouns.

More adequate to trust (or mistrust) between work partners.
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v~ Digital signature services Ll. Cofwuwi'on
Result in more trust
Give more meaning to the signature

Do not affect security requirements

Identify precisely
the benefits for the users,
the perceived usefulness of simplifying the
technicity for them
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‘Methodology

Long-term testing of a nearly final 2 92 2 2 2 o
version by 2 groups of end-users

lex4lab.com

3 Solutions
Vizualitation, interaction and processes
"The game of cryptology”

Does someone want to falsify? Involving the user in digital
signature checking translating technical elements

Verification
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Recipients as witnesses

Viewing the history of a document and unconsciously
checking related signatures
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The person who wrote me once

Binding an anonymous account to an e-mail
address only by sharing a document
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Hi Lorraine,

Here's my work from yesterday... | think you have to check
assumption 2. Could you please send me the xmind file?
Already got it but t's an old one...

Thx Alixe

Lex4Lab

Réinventons les cahiers de laboratoire



